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Servidores de HORA

tic.redcayle.es
185.179.104.7
Stratum 1 con fuente GPS

tac.redcayle.es
185.179.104.12
Stratum 1 con fuente GPS
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Router LEON Trafico Agregado con REDIRIS

MX480-LECON - Traffic - ael - AGREGADO REDiris UNIZAR
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Router VALLADOLID Trafico Agregado con REDIRIS
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MX480-VALLADOLID - Traffic - ael - AGREGADO REDiris UVA
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Trafico Intercambio IP con REDIRIS
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EJEMPLO: UNICAST Reverse Path Forwarding (MANRS)

Streams Alerts Dashboards

RPF Source IP Interfaz SCAYLE RPF Source IP Interfaz ULE Source IP Interfaz USAL SOURCE IP INTERFAZ REDIRIS_ROUTERS

Ll Ll Ll

Value % Count Value % Count Value % Count Value % Count
Top 5 values Top 5 values Top 24 values Top 5 values
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Coordina la comunicacién internodo
vCPU: 1 core 2.60GHz.

Memoria: 4GB  ELKMaster

Disco: 13GB
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ELKing

I—_ @ Kiloded
av:

el KNMEMOMEToGB
Disco: 200GB

atos donde se indexa todo el trafico

re 2.60GHz.
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Recibe y Enriquece flujos Netflow.
Visor de los datos.

vCPU: 4 cores 2.60GHz.
Memoria: 10GB
Disco: 13GB
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Elastic Sack Cluster SCAYLE
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Plugins

ElastiFlow: Dashboards y graficos mejorados para Kibana. i

ELKNode2 SearchGuard: Autenticacion/Autorizacién para Kibana. &
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“Monitorizacion - ELK Stack

Filters  Entity:SCAYLE KQL ~  Last 15 minutes Show dates C Refresh
{8y — + Add filter
0 Oct 7, 2019 @ 15:44:35.683 - Oct 7, 2019 @ 15:59:35.683 —  Auto w
10
8
£ 5
3
2
el = BN _ R _ R _ N _Ael=l.
15:45:00 15:46:00 15:47:00 15:48:00 15:49:00 15:50:00 15:51:00 15:52:00 15:53:00 15:54:00 15:55:00 15:56:00 15:57:00 15:58:00 15:58:00
@timestamp per 30 seconds
Time _source

> Oct 7, 2619 @ 15:59:13.808  Entity: SCAYLE, UBU @version: 3.5.8 node.hostname: [__p.3.7 node.ipaddr: [__}.3.7 flow.next_hop: [ .195 flow.server_asn: 766 flow.dst_country_code: ES flow.input_snmp: 671 flow.city: Ledn
flow.bytes: 117.188KB flow.service_port: 2222 flow.server_country_code: ES flow.src_country_code: ES flod:lty: Leén flow.src_port_name: TCP/56456 flow.dst_port: 2222 flow.sampling_interval: 1,888
flow.ip_version: IPv4 flow.src_port: 56456 flow.server_geo_location: 4 84 flow.client_country: Spain flow.dst_geo_location: { “lon": -3.684, "lat": 40.4172 } flow.client_geo_location: 42.6,-5.5703
flow.autonomous_system: Entidad Publica Empresarial Red.es (766), Entidad Publica Empresarial Red.es (766) flow.src_country: Spain flow.service_name: EtherNet-IP-1 (TCP/2222) flow.server_country: Spain
flow.dst_addr: 185.179.184.3 flow.packets: 3,800 flow.tos: @ flow.dst asn: 766 flow.src_city: Leon flow.src_geo location: { "lon": -5.5783, "lat": 42.6 } flow.server_hostname: [ h.3

7 Oct 7, 2619 € 15:58:38.888  Entity: SCAYLE @version: 3.5.8 node.hostname: [ | node.ipaddr: [ | flow.next_hop: [ }5.20 flow.server_asn: 15169 flow.dst_country_code: US flow.input_snmp: 626 flow.bytes: 77.148KB
flow.service_port: 443 flow.server_country_code: US flow.src_country_code: ES flow.src_port_name: TCP/27616 flow.dst_port: 443 flow.sampling_interval: 1,868 flow.ip_version: IPv4 flow.src_port: 27616
flow.server_geo_location: 37.751,-97.822 flow.client_country: Spain flow.dst_geo_location: { "lon": -97.822, "lat": 37.751 } flow.client_geo_location: 46.4172,-3.684 flow.autonomous_system: Google LLC (15169), Entidad
Publica Empresarial Red.es (766) flow.src_country: Spain flow.service_name: https (TCP/443) flow.server_country: United States flow.dst_addr: § I—ET flow.packets: 1,888 flow.tos: @ flow.dst_asn: 15169
flow.src_geo_location: { "lon": -3.684, "lat": 48.4172 } flow.client_hostname: 185.179.184.1 flow.server_hostname: I:.zss flow.src_mask_len: 26 flow.client_autonomous_system: Entidad Publica Empresarial Red.es
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. Dashboard =~ ElastiFlow: Overview 1@ = admin

® Filters | Lucene ~s  Last 15 minutes Show dates
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. Dashboard  ElastiFlow: Flows (client/server) ® = admin

Filters * Lucene [ v Last15 minutes Show dates

3 -+ Add filter

m Overview Top-N | Threats Flows GeolP | AS Traffic | Exporters  Traffic Details  Flow Records Client/Server Src/Dst | AS ” EI a StlFI ow
E Flow Exporter Client Server Service
Select... v Select... v Select... v Select... v
Clients (bytes) - Servers (bytes)
= 1300 —
-~ .D‘88,139.132 | ! .D3.83.52
& .. o[} 14610045 1200 = ."' ©£2184.221.240
‘ of }s8139133 = 2% ©7).206.193.108
) = —Y
—
Ef — o }128134.23 1,100 E_ = ‘=' ©==.206.193.109
— -~
5 ®| 88130134 I ®=.206.193.110
< N N
W ol b146172157 1,000 \\\ ®[1.206.193111
\ = N |
= QD.146.160.121 ®|7}-206192:10
v,
s R 900 S mimamaa
&  Clients (packets) Servers (packets)
800~
© oD.eaJagJaz | o|:|3‘aa.52
= .. ©:53.146109.45 - .", ® D84.221.240
o “ ©=138139133 % o] 206193108
— @ ==3146.73.25 = ® D.2064193.109
= 600 =
& § ©3.146.73.26 § ®| |206193110
N
% § ®[ 3146172157 gl \\\\ ®| |206193111
o[ ]88139.134 o[ }20619210
® ERAARTEREES 112.85.42. SR
Clients (flow records) Servers (flow records)
.D.MGJOQAS @[ ]38352
.. ®[188139132 .,// @ 23184.221.240
" O }146.73.26 % e 3834
g @[]88.139.133 = ® = 206.193.108
= =
T @[ }146.73.25 @ == 206.193.109
D
N o }146172157 @ [—.206.193.110
= o (88139134 Client P ® [~1.206.193.111



.. CAYLL

RED DE CIENCIA Y TECNOLOGIA
CASTILLAY LEON

M

. Dashboard =~ ElastiFlow: Traffic Details (types) @ (= admin

@  Fullscreen Share Clone Edit
® Filters * Lucene “~  Last 15 minutes Show dates Refresh
v 53 + Add filter
[l
] Overview | Top-N | Threats Flows GeolIP | AS Traffic | Exporters | Traffic Details | Flow Records Types | Attributes | Locality " EI . FI
astiFlow
Client Server Service Application
Select... ~ Select... ~ Select... ~
o Clients (flow records) Servers (flow records)
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SCAYLE Top 12 Source IP Addresses

==71.104.1
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SCAYLE Top 12 Destination IP Addresses
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_Monitorizacién - Informes RE

SCAYLE Top 12 Descending Source Traffic (Bytes)
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04.1 33.767MB
04.2 N 14.484MB
04.3 1l 8.286MB
0411 W 4.058MB
044 | 1.616MB
04.8 | 899.414KB
04.5 58.594KB
04.13 39.063KB
04.17 0B
04.58 0B
04.14 0B
I alonl or
NSHEOoLel
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Time Window: From: 01-October-2019 05:45:00 pm Tor 08-October-2019 05:45:00 pm (Europe/ Paris)
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WHAT DO USERS WANT?
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QUICK NOTIFICATIONS




|~ Alertas Proactivas

Aggregate - Traffic - Mesena

300 6
200 6

100 6

bits per second

]

01

3 o7 8 o9
@ Total Inbound Current: 245.87 G
B Total Outbound Current: 254.26 G

10 1L 12
Average: 179,83 G Maximum: 336,91 G
Average: 188,33 G Maximum: 347.19 G

ol >

PPy

. kibana

03

A .
<= elasticsearch

04

05

python

N

RE

def add5(x):
return x+5

def dotwrite(ast):

label=symbol.sym_name.get (int (ast[0]) ,ast[0])
print ' %s [label="%s' % (nodename, label),
if isinstance(ast[l], str):
if ast[l].strip():
print '= %s"];' % ast[1]
else:
print "]’
else:
print '"];"
children = []
for n, child in enumerate(ast[1:]):
children.append (dotwrite (child))
print ' %s -=> ' % nodename,
for name in children:
print '%s' % name,

CAYLL
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Total Bandwidth Routers Leon y Valladolaid
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& Alertas Proactivas

eoasn.asn: 766 dst_geoasn.as org: Entidad Publica Empresarial Red.es host: 18.280.4.254 bytes: 52 @timestamp: January 23rd
@819, 88:80:58.8880 name_protocol: TCP @version: 1 src_geoip.coumtry_code3: CN src_geoip.latitude: 28.55 src_geoip.region_name: Jiangxi
src_geoip.location.lon: 115.933 src_geoip.location.lat: 28.55 src_geoip.timezone: Asia/Shanghai src_geoip.courtry_code?: CN src_geoip.longitude: 115.933
src_geoip.ip: 182.97.218.8 src_gecip.country_name: China src_geocip.continent_code: AS src_geoip.region_code: 36 src_geoip.city _name: Nanchang

src_port_name: 54793 netflow.src_mask: 12 netflow.protocol: & netflow.ipvd_next_hop: 185.179.187.212 netflow.src_as: 4,134 netflow.sampling_algorithm: @

"aggs":
{
“terms”: { "terms": {
"field": "netflow.ipvd dst_addr.keyword"”,

"gize": G,

"field": "src_port name.keyword",

. . "size": §,

order”: {
"1": "desc"

1 "1": "desc”

“order": {

}

"aggs": {
"1t {
"sum": |
"field": "netflow.in_bytes" “sum”: {

"field": "netflow.in_ bytes"”
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GLOBAL VARS:
LAST_TOP_IP, LAST STATE=0, TIME_WINDOW=5m, ALERT LEVEL=8

MATRIZ TENDENCIA TRAFICO SEMANAL

(=T, I - W N )

~J

1. Para TIME_WINDOW
Obtener los documentos indexados en elasticsearch
Calcular los bytes/s --> (Gbps)
Obtener top 5 de host de destinos y puertos y seleccionar ACTUAL_TOP_IP gue genera mas del 58X de los Gbps

(¥ B w 4]

2.Comparar los Gbps obtenidos con la tendencia de trafico en esa hora (MATRIZ TENDENCIA)
Si los Gbps superan UMBRAL{
ALERT _LEVEL = 1
Si LAST_STATE = 1 { <--- s5i se ha mantenido durante el TIME_WINDOW anterior
ALERT _LEVEL = 2
Si ACTUAL_TOP_IP = LAST_TOP_IP{ <--- si ACTUAL_TOP_IP se mantiene
ALERT_LEVEL = 3

k
T I T s |

¥
¥

LAST _STATE=1 <--- en el estado actual se ha superado umbral
LAST_TOP_IP = ACTUAL_TOP_IP <--- registramos la ip con mas actividad
}
Sino {
LAST_STATE = @ <--- No se registraron anomalias
LAST_TOP_IP = None

}

3. Si ALERT_LEVEL !'= @ {
Enviar mensaje correo ALERT_LEVEL
<--- ALERT_LEVEL 1 : Cuando ha habido anomalia aislada
<--- ALERT LEVEL 2 : Cuandc ha habideo anomalia mantenida desde el ultimo TIME WINDOW
<--- ALERT_LEVEL 3 : Cuando ha habido anomalia mantenida desde el ultimo TIME_WINDOW w ACTUAL_TOP_IP = LAST_TOP_IP

[T o R W I S I P o N s

WS [y S Iy Sy W oy [ [y S [y W [y Y |
=l

[#4]
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python

root@rv-elk: /home/elk/python script# python3 script.py

LAST STATE: 1

LAST TOPIP: ['[__]128.132.94*, ‘[ 1146.109.45*, [__143.79.232', '[__]128.135.105', [ ].128.161.136"']
[+] Cﬂnnectlun {Elastlcsearch{[{'hGSt': 'localhost', 'port': QEBB}]]}

[+] Total flow bytes (in GBps) NO TREATMENT: 514192551.0

[+] Total flow bytes (in GBps): 411.3540408

[+] Total Gbps: 1.371180136

[+]1[+] TOP _DST PORTS: 19003

[+1[+] TOP_SRC PORTS: 123

[ Top 1 destiny IP by bytes: 128.132.94 with 0.509165897 Gbpsc

[ Top 2 destiny IP by bytes: 146.109.45 with 0.000594787 Gbpsc

[ Top 3 destiny IP by bytes: 128.135.59 with 0.000364584 Gbpsc

[ Top 4 destiny IP by bytes: 128.161.136 with 0.000258483 Gbpsc

[ Top 5 destiny IP by bytes: 128.134.24 with 0.000174179 Gbpsc

[+] local ips [[ ].128.132.94', [ ].146.109.45", [::].125.135.5§', [ 1128.161.136", [ ]128.134.24"]
ALERT LEVEL 1

ALERT LEVEL 2

ALERT LEVEL 3
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